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The current state

 2-3% (230K) admissions from medication errors costing $1.3 billion
annually

« 17% pathology and radiology tests are duplicated

« 20% of medical errors are due to incomplete patient administration /
admission information

* 50% of nurses' working hours are spent on administration and paper work
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Benefits of My Health Record

Health sector
“a- ¥ Improved continuity of care
v’ Reduced duplication and wasted

resources Improvements
In patient
&6 Healthcare provider organisation outcomes

v More time to provide health care
v’ Improved decision support

Individuals
v Enhanced patient self-management
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My Health Record

A secure, legislated, patient-
controlled, electronic summary
of an individual's key health
information, able to be
accessed by authorised
individuals and registered
healthcare providers involved in
a person’s care anywhere in
Australia at any time.
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My Health Record Statistics
as at 23 September 2018
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My Health Record

=

V4
Demographic < - & . 5'_13“3“ Health Summary 2,082,991 W h O S
Breakdown * 54% are female 46% are male Discharge Summary 2,230,103
=~ connected?

% of total
registrations

Specialist Letter 95,156
eReferral Note 95  www.myhealthrecord.gov.au

P.atholog.y Repo.rts 2,352,005 S AbOUt > My Health
Diagnostic Imaging Report 301,353 L

m Record statistics
(=6,

Prescription Documents 18,342,629

36% 25% 25% 15%

% of population ~ 28% 25% 23% 25% 25% 20% 32% 21%

Dispense Documents 5,999,995

Consumer Entered Health Summary 128,890
Organisation Type* Consumer Entered Notes 48,341
General Practice Organisations 6,680 Advance Care Directive Custodian Report 19,575
Public Hospitals and Health Services 830 Advance Care Planning Document 2,978
Private Hospitals and Clinics 178
Pharmacies 3,735
Aged Care Residential Services 188 Australian Immunisation Register 2,706,998
Pathology and Diagnostic Imaging Services 70 Australian Organ Donor Register 680,129
Other categories of healthcare providers including Allied Health 1,844 Medicare/DVA Benefits Report 456,210,109
Organisations with a cancelled registration 384 Pharmaceutical Benefits Report 314,438,954

*QOrganisation type based on Healthcare Provider Organisation (HP1-0) data, except for Hospital provider data which is
based on jurisdictional reported facilities that are connected to the My Health Record system.
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https://www.myhealthrecord.gov.au/about/my-health-record-statistics
https://www.myhealthrecord.gov.au/about/my-health-record-statistics

Digital Health Foundations

The right health information for the right
individual at the point of care.

Who |
f  Who received B i
33& HPI-I @ provided v | IHI
“" Healthcare Provider the ‘ -*ﬂ*l‘service Individual Healthcare Identifier
|dentifier — Individual i = |
service ? "E?" _. |
3% 59
al,
Healthcare Event | service HPI-O
was Healthcare Provider Identifier -
A record can provided | 4 Organisation

only be accessed by
authorised employees ’
within registered (approved) | "'
healthcare provider organisations s
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Medicare Information:

Document Types

MBS & PBS Information
Organ Donor Decisions

Immunisation Register
(AIR)

Clinical Documents:

Individual (or
Representative)

Shared Health
Summaries

Event Summaries
Discharge Summaries

Advance Care Planning
Documents &
Custodian Details
Personal Health
Summary

Personal Health Notes
Emergency Contacts
Childhood
Development

’
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My Health Record

v

a

Pathology & Diagnostic
Imaging Reports*
Prescription Records
Dispense Records
Specialist Letters
eReferrals

*7-day delay
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Auto-population of clinical information

7 Shared Health Summary - Mr Caleb Derrington
Please review the data displayed below before sending the Summary! Changes can be made using the *._* buttons.
gy | Medeations Adverse Fieactions Shared Health Summary
1-Nov-2017
GiER OneniRe o C i Y e Un e el Rl RO R el Drug hame Strength  Directions Longtem | | Item Reaction Severlty DERRINGTON, Caleb (Mr) DOB 15-)un-1933 (84y)  SEX Male  IHI 8003 6080 0004 5922
PERH )25 A0 220 @MI ® &| B | romiymembers M Caleb Deringion v 7] Actonel EC 35mg T ablet Fmg 1Tablet Onceawesk  Yes Penicilin Utticaria Modsrate
P —1 Avanza 3mg Tablet 0m 1 Tablet In the evening Yes ™ =
Name: Calsb Dieriinglon DOB. 15/ABM933 Age Biys Sew Make om 2088 || Finales vist 1 m 3 HCTganan anng o Tl g z Medications
Address: 40l Tenterield Road Paddys Flat 2632 Phore: Mobile: (455555555 Work 3 vapio g e Shel o8 .
Medicare No: 2350790711 -1 Record Mo Fension Ho Comment ten or 20 Tablet g LIabitDaly s — — ——_—_—
1 00 Madopar 200mg:50ma T ablst 200mg:50.. 1 Tablet Three times a day  Yes tesdycation: wettions mical InRcatton:
Oceupation:  Retired Falway Worker Tobacco: Ex smoker Alcohot Eite spoits Ethricity e s YTl Bty i Actonel EC 35mg Tablet T TAMAEORES S Waak P —
Blood Group: Advance Health Directive: Avanza 30mg Tablet 1 Tablet In the evening Depression
Aleigisiiaduetss g Resclions: Beastions Natficalions Avapro HCT 300/12.5 300mg; 12.5mg Tablet 1 Tablet Daily Hypertension
Item Reaction Severiy Type Due Reason Crestor 20mg Tablet 1 Tablet Daily Hyperlipidaemia
Pericilin Uttcaria Moderate Preventive health U1/11/2017  Influenza vaccination should be considered = ; e
Madopar 200mg;50mg Tablel 1 Tablet Three times a da: Parkinsen's disease
Praventive heallh 011172017 A Dimentis Risk Assessment shodld be conidersdl p % i it ¥
Preventive heallh 01/11/2017 A Health Assesement should be considered! Menodur 120mg Tablet Daily Ischaemic heart disease
e one known (] Mone supplied None known [ None supplied
Egpand Collapse 2dd Edt De Eiint 7 £ — T
= Active problems: No significant PMH edical History Select sl Deselect al | Immunisations:
= Mr Caleb Derrington
- - Date Comment
o :..-EI Today's notes Date Condition Severly Descriplion  Summary Con Date lkem Status Severity Date Yaceine Sequence Batch N o ression ar. 5015 2>
102008 Hupettension Yes Ho i
- —— Depression fctive 170772004 Prieumovas 23 1 r— T
02/2003 Dsteoporosis Yes Ho
3 =1 R 0%/2009 Memony loss o Mo Ischaemic heart disease Active 20/07/2009 Preumavar 23 2 Eem—— —
£1-(35” Cunent Rx S ; schaemic heart disease ar 2013 ->
10/2010 Bilateral Cataract Yes Ho Hyperlipidaemia Active 20/03/2012 Fluvax 1
[> Actonel EC 35mg Tablet 1 Ones awlk | || 0572012 Parkinson's disease Yes Ho Pakingans aiae Active WOSZ2012 Fluva f parkinson's disease May 2012 -
0372013 Ischaemic heatt disease Yes Ho : ;
[> Awanza30ma Tablet 11n the evering 0342013 Hyperlipidaemia Ves o Eilateral Cataract Aclive 13/05/2014  Fluvax 1 Cataract Oct 2010 -> Bilateral
« [ Awapro HCT 300/12.5 300mg,12 5mg Ta 12/2013 Depression ‘res Ho Memory lozs Active emory loss Mar 2009 -> Mild short term
O steoporosis Active »
[ Crestor 20mg Tablet 1 Daly Hypefemmn o OYeoporosis Feli2nng .
Hy i Oct 2008 -
[> Madopar 200mg:50mg Tablet 1 Thres tims s, il & =
[> Monodur 120mg Tablet 1 Daily < >
o 5, Past history e m———— < > .
% More known [ Mone supplied Vaccine Juence Number Date
¥ Active Fl 1 13 May 2014
) [ 7] Show all inactive items ["]Show all confidential items Mone known [ Nore supplisd Lills Ll
[ Show all non-summary items
Refresh Upload Sawe tofile Cancel

You do not need to enter clinical information twice; it auto-populates from the local medical record.
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This is an example clinical document, data is for demonstration purposes o

Shared Health Summary
13 Feb 2014
Mr Frank HARDING 4 Oct 1949 (64y) SEX Male IHI 8003 6086 6670 1594 MRN 34902

START OF DOCUMENT

City Medical Centre

Author Dr Charley Fletcher {General Medical Practitioner)
Phone 3720 2801
Adverse Reactions
Agent Adverse Reaction
Penicillins Diarrhoea
Medications
Medicine Dase Reason
Somac 40mg Tablets 1 tablet daily GORD
Buscopan 40mg Tablets 2 tablets 4 times daily GORD
Astrix 100mg Tablets 1 tablet daily
Tritace 10mg Capsules 1 capsule daily
Medical History
Problem / Diagnosis Date of Onset Comment
Diabetes insipidus 1 Jan 1999

Exclusion Statement

Immunisations

Exclusion Statement

Mone known
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Opt out and beyond

4 )

Opt-out period

\§ J
4
months
(16 Jul — 15 Nov)

Record

Creation

No record

created

Optin

Individuals who have
opted out, or cancelled
can choose to re-
engage with the My
Health Record system.

www.health.gov.au / Programs & Campaigns / Digital Health / My Health Record: National Opt-out

Approximately two
years of Medicare and
PBS data is added.

Cancellation

An individual can
cancel their My Health
Record at any time.
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http://www.health.gov.au/

My Health Record
Privacy Controls

Provide healthcare Restrict viewing of

providers with a specific documents
record to selected
access code providers

Nominate people to Seewho

has accessed

manage the record T ey

on their behalf

Person-centred security and
privacy model for the My Health
Record system. People can control
their own My Health Record
access and privacy settings.

They can also:

* Remove and reinstate documents

* View access history and set
notification alerts

* Hide record from automatic
software look-up

* Consent for Medicare data and de-
identified secondary use of My
Health Record data
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Viewing, uploading and removing

* Permission to view and upload exists except for uploading when:
A Shared Health Summary is uploaded for the first time for by you for your patient (an
agreement with the patient is required to establish a Nominated Provider relationship)
 The patient indicates that they do not want the document to be uploaded
e Certain State or Territory laws require consent to upload certain sensitive health information

 No obligation to view / upload
* Individuals can remove but not edit provider-authored documents

* Provider organisations can update (‘supersede’) and remove documents which
they have authored

 Emergency access
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Medico-legal aspects

* Acting on incorrect information

My Health Record aids clinical decision making and providers should rely on their own clinical
judgement when using third party information

 Uploading incorrect information

Healthcare provider organisations are under and an obligation to take reasonable steps to

upload accurate and up-to-date information (this is an obligation that exists already when
sharing patient information with other providers).

At /
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Security

* Encryption, firewalls, secure login /
authentication mechanisms, audit logs

e All data within the My Health Record system is
stored securely in Australia

* Legislation
* Penalties

*
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Defence in Depth

A layered approach
to security provides
robust protection
for our sensitive
health data

Defence in depth security is used
to protect the My Health Record
system. Additional capabilities
are being introduced as part
of the Cyber Security Centre’s
workplan, to strengthen

our information security
investment

Policies, procedures,
awareness

Physical Security

Perimeter

Internal
Network

4

Within each layer,

a range of technology
solutions can be implemented
to enhance security for that layer

Application

g

My Health Record
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Security Operations
The Digital Health Cyber Security Centre

v’ continually monitors the system for evidence of unauthorised access.

v’ utilises specialist security real-time monitoring tools, configured and tuned to
automatically detect events of interest or ‘notable events'.

v’ regularly reviews and updates the defined events of interest,
based on its knowledge of the likely threats to the My Health Record.

Examples of ‘notable events’

Overseas access
by consumers
and healthcare
providers

High transaction
rate for a given

Multiple logins
within a short healthcare

provider

period of time

*
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Cyber Security Guidance Materials

A range of cyber security guidance materials have
been produced to encourage improved information
security practices across the health sector.

The Information Security Guide for Small
Healthcare Businesses provides simple guidance

for non-technical health professionals regarding: —— —_— —
*  privacy e  back-ups and |
e passwords e staff security =-© | [ O
 software updates awareness.

A number of additional publications =
provide guidance regarding specific
information security topics.

Australment ‘
_t the Agency > Digital Health Cyber Security Australian Digital Health Ageney
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https://www.digitalhealth.gov.au/about-the-agency/digital-health-cyber-security-centre/information-security-guide-for-small-healthcare-businesses
http://www.digitalhealth.gov.au/

Policies and Procedures

* The Participation Obligations are listed here:
—www.digitalhealth.gov.au > Using the My Health Record system >
Maintaining digital health in your practice > My Health Record system
participation obligations

* There are useful templates for writing Digital Health policies here:
—www.mvhealthrecord.gov.au > For healthcare professionals > Establish
policies and procedures

* Security practices and policies checklist
—www.mvhealthrecord.gov.au > For healthcare professionals > How to >
Security practices and policies checklist

*
> | S
Y
Australian Government

Australian Digital Health Agency | My Health Record



http://www.digitalhealth.gov.au/
http://www.myhealthrecord.gov.au/
https://www.myhealthrecord.gov.au/

“That it will ever come into general use,
notwithstanding its value, is extremely doubtful;
because its beneficial application requires much
time and gives a good bit of trouble both to the

patient and the practitioner; because its hue and
character are foreign and opposed to all our
habits and associations.”
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John Forbes M.D.
‘The Times’ newspaper of London, 1834
opinion about the stethoscope




Next steps

.9.68. 8

Inquire Register Connect Use

For assistance: Speak with your PHN, go to www.mvhealthrecord.com.au or
contact the My Health Record Help line (1300 901 001).
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http://www.myhealthrecord.com.au/

Help Centre
Email
Websites

Twitter

OFFICIAL

Contact us

1300901 001

help@digitalhealth.gov.au

digitalhealth.gov.au / myhealthrecord.gov.au

twitter.com/AuDigitalHealth
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mailto:help@digitalhealth.gov.au
http://www.digitalhealth.gov.au/
http://www.myhealthrecord.gov.au/
https://twitter.com/AuDigitalHealth
https://twitter.com/AuDigitalHealth

Questions & Comments

What barriers exist for using My Health Record or using it more?

What clinical information is difficult to obtain and how could
My Health Record be beneficial in your practice?




