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The current state 

• 2-3% (230K) admissions from medication errors costing $1.3 billion 
annually 

• 17% pathology and radiology tests are duplicated 

• 20% of medical errors are due to incomplete patient administration / 
admission information 

• 50% of nurses' working hours are spent on administration and paper work 



Benefits of My Health Record 

Health sector 

 Improved continuity of care 

 Reduced duplication and wasted 
resources 

 

Healthcare provider organisation 

 More time to provide health care 

 Improved decision support 

 

Individuals 

 Enhanced patient self-management 

 

Improvements 

in patient 

outcomes 



A secure, legislated, patient-
controlled, electronic summary 
of an individual’s key health 
information, able to be 
accessed by authorised 
individuals and registered 
healthcare providers involved in 
a person’s care anywhere in 
Australia at any time. 



Who’s 
connected? 
www.myhealthrecord.gov.au 

>  About > My Health 

Record statistics 

https://www.myhealthrecord.gov.au/about/my-health-record-statistics
https://www.myhealthrecord.gov.au/about/my-health-record-statistics


HPI-I  

Healthcare Provider 

Identifier – Individual 

IHI 

Individual Healthcare Identifier 

HPI-O 

Healthcare Provider Identifier - 

Organisation 

Who 

provided 

the 

service 

Who 

received 

the 

service 

Where 

service 

was 

provided 

Healthcare Event 

The right health information for the right 
individual at the point of care. 

A record can  

only be accessed by  

authorised employees 

within registered (approved) 

healthcare provider organisations 

Digital Health Foundations 



Clinical Documents:  

 

• Shared Health 

Summaries 

• Event Summaries 

• Discharge Summaries 

• Pathology & Diagnostic 

Imaging Reports* 

• Prescription Records 

• Dispense Records 

• Specialist Letters 

• eReferrals 

Medicare Information: 

 

• MBS & PBS Information 

• Organ Donor Decisions 

• Immunisation Register 

(AIR) 
Individual (or 

Representative) 

 

• Advance Care Planning 

Documents & 

Custodian Details 

• Personal Health 

Summary 

• Personal Health Notes 

• Emergency Contacts 

• Childhood 

Development 

Document Types 

*7-day delay 



Auto-population of clinical information 

You do not need to enter clinical information twice; it auto-populates from the local medical record. 





(16 Jul – 15 Nov) 

Opt out and beyond 

Opt-out period 

Record 

Creation 

Do not 

opt out 

Opt 

out 

No record 

created 

Activation 

4 

months 
Reactivation 

Cancellation 

An individual can 

cancel their My Health 

Record at any time. 

Individuals who have 

opted out, or cancelled 

can choose to re-

engage with the My 

Health Record system. 

Opt in 

Approximately two 

years of Medicare and 

PBS data is added. 

www.health.gov.au / Programs & Campaigns / Digital Health / My Health Record: National Opt-out 

http://www.health.gov.au/


My Health Record  
Privacy Controls 

  Control access 

Provide healthcare  
providers with a 

record  
access code 

  Lock documents 

Restrict viewing of  
specific documents 

to selected  
providers 

 

     Nominate           * 
representatives    * 

Nominate people to 
manage the record  

on their behalf 

 
 

        Check activity 
 

See who  
has accessed  
their record 

Person-centred security and 

privacy model for the My Health 

Record system. People can control 

their own My Health Record 

access and privacy settings. 

They can also: 

• Remove and reinstate documents 

• View access history and set 

notification alerts 

• Hide record from automatic 

software look-up 

• Consent for Medicare data and de-

identified secondary use of My 

Health Record data 



Viewing, uploading and removing 

• Permission to view and upload exists except for uploading when: 
• A Shared Health Summary is uploaded for the first time for by you for your patient (an 

agreement with the patient is required to establish a Nominated Provider relationship) 
• The patient indicates that they do not want the document to be uploaded 
• Certain State or Territory laws require consent to upload certain sensitive health information 

 
• No obligation to view / upload 

 
• Individuals can remove but not edit provider-authored documents 

 
• Provider organisations can update (‘supersede’) and remove documents which 

they have authored 
 

• Emergency access 



Medico-legal aspects 

• Acting on incorrect information 
• My Health Record aids clinical decision making and providers should rely on their own clinical 

judgement when using  third party information 
 

• Uploading incorrect information 
• Healthcare provider organisations are under and an obligation to take reasonable steps to 

upload accurate and up-to-date information (this is an obligation that exists already when 
sharing patient information with other providers). 

 



Security 

• Encryption, firewalls, secure login /  

authentication mechanisms, audit logs 

• All data within the My Health Record system is 

stored securely in Australia 

• Legislation 

• Penalties 

 



Defence in Depth 

A layered approach 

to security provides 

robust protection  

for our sensitive  

health data 

 

 

 

 

 

Within each layer,  

a range of technology 

solutions can be implemented  

to enhance security for that layer 

Release 8 

2017 

Data 

Release 8 

2017 
 

Release 7 

2016 
 

Release 6 

2015 
 

Release 5 

2014 
 

Release 4 

2013 
 

Release 3 

2013 
 

 

Application 

Policies, procedures, 

awareness 

Physical Security 

Perimeter 

Internal 

Network 

Host 

Application 

Data 

Defence in depth security is used  

to protect the My Health Record  

system. Additional capabilities  

are being introduced as part  

of the Cyber Security Centre’s 

workplan, to strengthen  

our information security  

investment 



Examples of ‘notable events’ 

Security Operations 

The Digital Health Cyber Security Centre  

 continually monitors the system for evidence of unauthorised access.  

 utilises specialist security real-time monitoring tools, configured and tuned to 

automatically detect events of interest or ‘notable events’.  
 regularly reviews and updates the defined events of interest,  

based on its knowledge of the likely threats to the My Health Record. 

Overseas access  
by consumers  

and healthcare 
providers 

Multiple failed 
logins from the 
same computer 

Multiple logins 
within a short 
period of time 

Logins to  
the same record 

from multiple 
computers at the 

same time 

High transaction 
rate for a given 

healthcare 
provider 

Certain instances 
of after hours 

access and  
all instances of 

emergency access 



Cyber Security Guidance Materials 

A range of cyber security guidance materials have 
been produced to encourage improved information 
security practices across the health sector. 

The Information Security Guide for Small  
Healthcare Businesses provides simple guidance  
for non-technical health professionals regarding: 

 

 

 

A number of additional publications  
provide guidance regarding specific  
information security topics. 

• privacy 

• passwords  

• software updates  

• back-ups and  

• staff security 
awareness. 

www.digitalhealth.gov.au > About the Agency > Digital Health Cyber Security 
Centre 

https://www.digitalhealth.gov.au/about-the-agency/digital-health-cyber-security-centre/information-security-guide-for-small-healthcare-businesses
http://www.digitalhealth.gov.au/


• The Participation Obligations are listed here: 

–www.digitalhealth.gov.au >  Using the My Health Record system >  

Maintaining digital health in your practice >  My Health Record system 

participation obligations 

 

• There are useful templates for writing Digital Health policies here: 

–www.myhealthrecord.gov.au > For healthcare professionals > Establish 

policies and procedures  

 

• Security practices and policies checklist 

–www.myhealthrecord.gov.au > For healthcare professionals > How to > 

Security practices and policies checklist 

Policies and Procedures 

http://www.digitalhealth.gov.au/
http://www.myhealthrecord.gov.au/
https://www.myhealthrecord.gov.au/


“That it will ever come into general use, 
notwithstanding its value, is extremely doubtful; 

because its beneficial application requires much 

time and gives a good bit of trouble both to the 

patient and the practitioner; because its hue and 

character are foreign and opposed to all our 

habits and associations.” 





Inquire Register Connect Use 

Next steps 

For assistance: Speak with your PHN, go to www.myhealthrecord.com.au or 

contact the My Health Record Help line (1300 901 001). 

http://www.myhealthrecord.com.au/


Contact us 

1300 901 001 

help@digitalhealth.gov.au 

digitalhealth.gov.au / myhealthrecord.gov.au  

twitter.com/AuDigitalHealth 

Help Centre 

Websites 

Twitter 

Email 

OFFICIAL 

mailto:help@digitalhealth.gov.au
http://www.digitalhealth.gov.au/
http://www.myhealthrecord.gov.au/
https://twitter.com/AuDigitalHealth
https://twitter.com/AuDigitalHealth


Questions & Comments 

What barriers exist for using My Health Record or using it more?  

What clinical information is difficult to obtain and how could 

My Health Record be beneficial in your practice? 


